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(54) ACCESS CONTROL APPARATUS, AUTHENTICATION APPARATUS AND APPARATUS RELATED TO THEM 

(57)Abstract: HC ^°° 23 
PROBLEM TO BE SOLVED: To provide an apparatus and a program, 
capable of dynamically changing access control rule. 

SOLUTION: When an external terminal 20 accessing to an WEB server 16, 
if access has not been permitted and the access is refused, the external 
terminal 20 transmits an authentication request to an authentication 
server 1 8, to obtain permission. The authentication server 1 8 
authenticates, based on the signature data included in the authentication 
request, if the external terminal 20 is an authorized one, and requests to 
a firewall to set the access control rule to permit 'access controls to be 
executed', included in the authentication request The firewall 1 0 sets the 
access control rule, based on the request Accordingly, the access 
control rule corresponded to a current user can be set, so that a network 
can be used smoothly. 
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ffl^StOI P7HI/^-h#^t*nSo 

[0 0 4 6] HfTL/fc^7^irXOF^$ (3&M7^-tX 

o7?tx;p-;i/*«77<7-9*-*i o\zmmzn 

So 3k*, it-AfiiJ<h*4, BSEIt-A-18 (BSES 
B) , 77-f7-!)*-;H0 (7£ilXfM»S«<0^ 
m*6f5. L*>U Bffitt-A*l 8*»tfU5/-*» 

<7>H) ^^>4tMA07*9>h-etSMB<DPCJCj* 
r*7*irXW^S#aL&»^Tfc, BEttMfctB 
*OPCtc»4«*e#*<BliE*tTto<i:^t7^1rXtff 

>h) mfrzftm&m2ftu<Thmmv-rti s <b 
-9*-;n o (7 jHfcjw*" 

[0 0 4 7] ^OBSE-tt— Al 80#— FS^ttfctA 
«9 9 9 9^K3gStlT*0, «Tt>7 ^-fc^tftfnJS 
nTViS#— h ibTR**tlTU*. 

[0 0 4 8] Xf7^S 6 - 6 »C43V^TI4, Bffitt— A 
1 8*i±eBEtt**:*«U BE»fP**frf*. H 
#«K»4* BEIt-Attl 8©**?S4 2#, BSEflc 

jS4 3 o**^-^*BSE^-y;i/4 o^s&srr*. * 

[0 0 4 9] Xr7^S7-lf:^^T, BSE&JS*^ 

t,n— AfCcfc^s^^-^Tfe^^Bfesn 

*Si:ifi<ttbfc»*x-^*«BfET— y;P4 0 tfcj!^ 
££n;fc«^::t4, Xfy^S 7-2 icfflga^frU 
7^irxwffli;p-;K^8afi^fTfens, — i^— ak 

cfc*»*5 ? -^i:B«)6n*»*5 f -^^BIE'r-y;P 
4 0+fc&*>ofc«*K:»4, XT7^S 7 - 4 (CjAS^ 

[0 0 5 0] Xty^S 7 - 2 K^Tte, BBEttJa* 

7^irxft?W;i'-;u£, 77^f7-D*-;noi:8fi 

[0 0 5 1] Xry^S 7 - 3K*5^T14, ±IE&^(C 

77^f 7-9*-;n o#7i7-tx«iffli;u-;p 

[0 0 5 2] cicoi^^, **Jfi0)»«»cJ:ntf, ®)W 
tC7^"fe^«0»T— ^2 6 *cD7i7"fexft!fffll;U-;l/^ 
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CO 0 5 3] 7^-feX«!»;P-^aEHSnfc*»4, & 
gB*g5fc2 O^SWEBUWN'l 6 K#-T*7* 

1, S6-2, S 6- 3©Wft©*fiSrt*HfT3*l*. 
[0 0 5 4] Xf7 >^S 7 -4lC*3l>T«:, iStEJIS 

[0055] z.<D&o\z. *mm<nBW<\z&ntts aw 

[0 0 5 6] 7 9±7>mWl'—)\'<Dm& 

±Sbfci5i:»«i:lSi (*M. iiinu MB*) sn& 

[0 0 5 7] HflSroff^gg 2 A UP-^gg) 

(Routing) • ;U-^*$tf^t^T*S. £ 

x*u<, tii&(D*vby—i7\zt&miso&h<D~e&z<D 

[0 0 5 8] C<D£v\Z)is—?l£W\Z&tl&. IP7F 

V7s<r>nm%<r>W HJ y^r-^lci^T, ^- 30 

[0059] ft^ieatc^w-* ry?±xmm 
)v—)V\ &7?^7.\zm^&)v—)v~?$>n\zz<D&ot£ 

[0 0 6 0] nMOMM2 B C/U yy) 

77<7-9t-JH0Oftb0i:; ^'Jyvt 

[0 0 6 1] Zi<D&1foftR&i&?)\'-)\'&mmm<Drt't 
**b*J y2T-$\Z&r>xm&\zmtZl*Z>^h'fr*l 

[0062] mm<DBm3 (gjjzz^M) 
mv-rti 8\mmzmtiivtztf. -mzmtfttzzt so 
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t>»*U^. CKD«-&, 7 7^f7-')^H0tf'l:K 

[0 0 6 3] c©£3fc»»«*3i-r*fc«>K:tt. 7r 
\zmm^-^j^4 o $i$t5MWSt^o 

[0 0 6 4] #Kl*J«L&»&tt* ffi#<£«B<2 

r^sE^n^ hj \z. *n-en«yj-r 

[0 0 6 5] M<DJ&1&4 (^h^X77^7-» 
±EO«Ttt, *y h9-?W©77-f7-«5*-;H 
*y h 1 2 t.<Dmzntt%tlZ7 7'(7 — 0*—)V 

\z72ttmw)i-)v<Dmm±^<Dmft&ftiz&% - 

<fcfc#*L^. C<D«t5& H@<DD— *;P«B*5 OfcH 

-^5 2 fc».K. 

[0 0 6 6] :cDJ:5WXh^-X77<7-^^- 
;P5 2*4>'fr£Lfc*y h«7-^i«0^B8l:S$n 
T^£>. £<7>0K:^-f <fc5l::> O-*;i^ffi*5 0H * 
X h^-X77-f7-^tHl/5 2^LT<>^-^ 

±T«, HTTP7 r Dy7^fi»l/T60» P-*JP 
SH*5 0tt, WEB*- Al 6(D»f^*HfTl>TV^. 
-£-LT* *1>SBSB*2 0**5, tWXh^-X7r<7 
-•?^Hl/5 2^lTWEBt-/U6 (D — #;W8 
*5 0) l:»«UJ:5tt4,. 

[0 0 6 7] *X h^-X77'f T-^^-^5 2<D#f 
flEtt. B2i:il&77<7-9*-;H OiBSHfi 

1 2fflrt*S*3j6T**. ^i(D^0 2OMi^ 
[0 0 6 8] ifc, **«S<0»!8fc*frt*»fP«>, ±ffi 
[0 0 6 9] *m«<oj»m\z^tM. n-^;uig*5 0 

£«flrri>*X h^-X77<7-'>^-^5 2 <D7 Z 
[0 0 7 0] u^0^h / <-X77<7-■?^- 
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[007 i] &&<dm&5 iffim-ii<D—Mk) 

*X h'<-X77<7- , )*-A5 2 SrP — #;M8*5 
0 ±T»it 5 ^ a ^5 AT* I l/T feAli, 
[0 0 7 2] mmcDMlfe 6 A (KMgrZj £ <P— ffrfb) 
fr*5, *K©#tR4Ttt, *Xb^-X77^7-^t 
-;i/5 2 iKEU— m 6»49J#*C*jEKbfca«, — 10 

;H O^Kf&Elt-A* 1 8a*ffl*i£*n*JBi84:&:*. 
[0 0 7 3] CO«fe5ttJR«**Sr«fc«>KJ4, *X 
7-f 7-9*-;k5 2 tt, BBEU— /U 6 
ODjf^Sr^fT-r^ya^^ASrffl^ii^, Sfc/N— Ft* 
-fX?»©±l:BBr-y*4 0 L 

[0 0 7 4] dOJ:5tt«*J4, W#coigBcr) f^yh 

[0 0 7 5] *K(P»tt6.B (MggRtME^nZl^ 20 

6 AO J: 5 h ^-X 7 7 -f 7- 

9*-*5 2iBKU-/n 8 

[0 0 7 6] tftfe*. P— *;WB*5 O^tw, 
^77^f7-9*-*5 2<DW)ft&nft-?Z>7n# 
5A*fi*iitf4:ftlw, A-F^X^<0±lC7^il 

^;i/ffl*50*fz, BI*-/U 8<DW)ft : £:nft-?Z>'7 30 
P^5A*»*ii*, S^v-Ft^T *£«W>JtKBK 
f-^l/4 0S«itSOT*§, 

ot, D-^;i/ffl*5 0±Ttlt^7 p D^7AS:ffl^ 
T, *X h^— 777^f T — V*— )VS 2Rtf^ffiU*— 

[0 0 7 7] 
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[B1B<0ffi*ftK91] 

[01] *«W©»jiftjMB©»«i©7T-f7-9* 

[02] 7 7< 7-«> t-JKOifiK7D y ^Bt*§. 
[0 3] 7*-fc**!*PT— y^©rt»**-rRWBT» 

[04] BED-^i^nyJH-e**. 

[0 5] >MB4B*0*J5Rypy^B"C**. 

[0 6] **J6C!)»Btci5*t*7^-txa)fflao8tn* 

[0 7] **B©illil:*^«7>tXOfiIo»ti* 

gf7D-ft-K^So 

[08] *7 h^-X77^7-^*-M4 , 6il/ft 
*y F7-**J*BT*ft. 

[#^<7)I&0J3] 

1 0 77^f7-'?^-;i' 
1 2 -f h 
1 4 P-*;i/*y h^ — ^ 
1 6 WE Bit — A 

1 8 BE"tJ— 

2 0 ftffitti* 

2 2 tfeft^S 

2 4 7i7-feXjgg^g 

2 6 T^-txffjW^- 

2 8 7£-feXlM»^g 

3 0 T ZUXfflfflJU—JVgm^m 

4 0 

4 2 ttft^a 

4 4 teH^IS: 

4 6 WEBffltfS 

4 8 EgSE&SS^g: 

4 9 f^7 P K 

5 0 

5 2 *Xh^-X77-f7-')^^ 
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